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The Landscape

Digital information continues to grow at an exponential rate. With the growth of emerging portable data
and storage devices, vital information can be anywhere and easily passed from device-to-device.
Information stored in these changing media must be secured and can be crucial sources of evidence in
corporate, civil, and criminal investigations. Moreover, information is increasingly becoming vulnerable to
threats that result in unauthorized disclosure, illegal modification, and unavailability of data. Information
technology professionals charged with assessing or implementing security measures must be adequately
trained to do their job successfully.

Rest Assured. NetSecurity Corporation helps you reach your digital forensics, security, and training goals,
promptly and cost-effectively.

Corporate Overview

Vision: To be the brand of choice for computer forensics and information security solutions

Mission: To serve you by providing digital forensics, hands-on security consulting, and Hands-on
How-To® security training solutions that are high-quality, timely, and customer-focused

Core Values: NetSecurity is guided by the principles of Customer Satisfaction, Excellence,
Responsiveness, Innovation, Integrity, and Loyalty.

Overview:

NetSecurity Corporation is a digital forensics, hands-on security consulting, and Hands-on How-To®
security training company that provides solutions that are high-quality, timely, and customer-
focused. We work with you to understand the unique challenges, goals, and requirements of your
business:

e Through NetSecurity Forensic Labs, we deliver solutions that help you acquire, preserve,
analyze, and produce digital evidence promptly

e Our hands-on security solutions protect you against emerging security threats and help you
manage your enterprise security risk proactively

e Through our proprietary Hands-On How-To® training program, we provide knowledge of
real-world security issues through simulation and "how-to" exercises that enable you do your
job successfully, saving you retraining costs and time.

Based in Dulles, Virginia, NetSecurity is privately owned and managed by a core team of diverse
professionals with expertise acquired from working at premier organizations such as Sallie Mae,
Verisign, Network Associates, Trusted Information Systems, and leading Federal integrators. Our
distinguished management team and advisory board are made up of business leaders, attorneys,
and seasoned IT professionals.

Corporate Expertise:

NetSecurity’s engineers, researchers, analysts, and forensic experts have proven skills in auditing,
privacy, risk management, security assessment, penetration testing, computer security, systems
administration, database systems, email administration, wireless networks, and complex network
design and operation. We leverage our deep knowledge in these areas ensuring that “no stone is
left unturned” during each engagement.
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Value Proposition

Customers and partners work with us for the following reasons:

e We are a boutique, digital forensics, hands-on security consulting and training company
challenged to solve emerging forensics and security issues.

e We are not a product company and we are vendor neutral. Our independence in consulting
ensures objectivity in recommending solutions that are in your best interest.

e We cultivate long-term relationships and deliver unmatched customer service with each of our
clients, resulting in high customer loyalty.

e We provide outstanding quality in our service delivery, all tailored to your unique environment.

e We are very nimble and responsive to the needs of our customers, partners, and suppliers. This
ensures that any outstanding issue is resolved promptly.

e We have a brigade of renowned security engineers, consultants, analysts, researchers, and
instructors with in-depth, hands-on field experience. Our business model ensures that only
qualified professionals are always working side-by side with you to complete your project
promptly and within budget.

e Our security and forensics professionals have industry prestigious certifications such as: CISSP,
ISSAP, ISSMP, CISM, CISA, CHFI, and CCSE, ensuring that certified professionals are adhering to
high ethical standards during an engagement.

Media Coverage

NetSecurity has received coverage in the following publications and media outlets:
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Selected Clients

Public Sector Clients

e [nternal Revenue
Service

e Department of
Homeland Security

e Department of
Defense

e United States Navy

e United States
Marine Corps

% IRS

Department of the Treasury
Internal Revenue Service

e Veterans Affairs

e Department of
Commerce

e Department of
Labor

¢ National Science
Foundation

e Broadcasting Board
of Governors

Private Sector Clients

e Community Medical Health System

e Whonome Limited

¢ One of the largest Hospitality chains

e Publicly-traded Financial Institutions

e Leading Academic and Training Institutions
e Federal Integrators
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Client Testimonials

Thank you very much for all the hard
work, focus, expertise, and time you
have put into testing the security of our
web-based payroll application.... All
that we have learned so far will
become part of our standard
development procedures. It has been
a rewarding experience working with
you. Maybe we'll have the opportunity
again in the future since we are
continually developing new online
products and services to expand our
portfolio of offerings.

- Lead Software Developer, a Major
International Payroll Company -

The security audit we received from
NetSecurity was integral to the
planning and design of our suite of
web based service products. Today,
Datatel provides the finest on-line
registration, grading and advising tools
available for colleges and universities.
This is sensitive data and protected by
law. NetSecurity helped us make our
web products both secure and
compliant with FERPA requirements.

- Ed Mills, Director of Services, Datatel,
Inc. -

solutions@netsecurity.com

Thank you for an outstanding
job on the penetration testing! |
am very impressed by your
knowledge and
professionalism. | look forward
to working with you on future
engagements.

- Blake Turrentine, Chief
Architect, Saturn Partners -

Excellent job on the security
audit performed by
NetSecurity. It provided an in-
depth view of our network that
offers search and registration
services. NetSecurity was able
to demonstrate their
knowledge on latest network
security issues. The audit also
provided Whonome a secure
framework in designing our
system and network.

- Thuan Nguyen, V.P. of
Operations, Whonome, Limited -

1.866.664.6986

NetSecurity's ability to devote an
immense effort, with little to no
advanced notice, and deliver a
work product that really shines is
something that we have come to
rely on here at TDI. NetSecurity
came through in a pinch on one of
our recent engagements and we
will always be glad to rely on them
in the future.

- Paul Innella, President & CEO, TDI
Security -

Inno provided simple,
straightforward discussions of the
CISSP topics. He was wiling and
able to explain any subject in
sufficient depth to make it
understood and to provide real-life
examples from his significant
experience. He encouraged me to
use him as a resource outside of the
classroom and met with me
beyond class time to provide
additional support. Inno went
above and beyond the call to
provide answers, regardless of
whether or not the questions
directly addressed CISSP topics. |
would highly recommend any
course taught by Inno. Thanks for all
the help Inno; | wouldn't have
passed without it.

- CISSP Candidate, Global Computer
Training Center -

www.netsecurity.com




NetSecurity Forensic Labs is a state-of-the-art, secure forensics
facility equipped with leading-edge tools and technologies,
staffed with industry experts, and employing processes which work
together to yield timely, accurate, results that withstand the
scrutiny of litigation. NetSecurity Forensic Labs provides cost-
effective solutions in electronic discovery (e-discovery), incident
response, digital forensics, training, and R&D.

NetSecurity’s Benefits

We have a breadth of experience in computer security, privacy, and auditing of a variety of information
technology environments.

Our forensic experts have worked on highly classified projects in DoD and other U.S. Federal agencies.
We ensure and preserve the confidentiality of your case, investigation, and engagement.

Our rapid response capability ensures you get the right information, timely, efficiently, and cost-
effectively.

We deliver unmatched customer service and quality results.

NetSecurity Forensic Labs is equipped with state-of-the-art tools and technologies to excavate data
from the latest storage devices and produce admissible results.

We teach the latest forensics tools and techniques of the trade, using real-world scenarios.

Our professionals have years of experience and have certifications in: CISSP, ISSAP, ISSMP, CISM, CISA,
CHFI, CCSA, CCSE, etc.

We avoid conflict of interest and are vendor neutral in the choice of our forensics, e-discovery, or
security tools.

Corporate Expertise Typical Forensics Engagements

Networking Technologies (Routers, Hands-On How-To® Forensics Training

firewalls, Unix, Windows, Macintosh, etc.)
Wireless networks

Ethical Hacking

Forensics Research

Forensics Training

Computer Security

Intrusion Detection Systems (IDS)
Centralized Logging

Internal Audit

Information Privacy

Risk Assessment

E-Discovery

Computer Incident Response
Forensics Analysis

Mobile Device Forensics
System/Network Hacking/Intrusion
Intellectual Property Theft
Corporate Policy Violation

lllicit Pornography
Encrypted/Deleted/Hidden Files
Denial of Service Attack
Malicious Software Analysis
Cyber Extortion

Evidence Tampering

forensics@netsecurity.com Digital Crime
1.866.664.6986 Computer Misuse

www.netsecurity.com Money Laundering
Insider Trading




Hands-On Security Consulting

tSecurity

Value Proposition:

e We implement a life-cycle approach
to security, incorporating
methodologies that ensure your
security posture is continuously and
measurably improved

e We are a boutique security
company

e We are vendor neutral

e We help you stay proactive in
overcoming your security challenges

¢ We deliver unmatched customer
service

e We provide outstanding quality
results

e We are very nimble and responsive
to your needs

e We have a brigade of security
engineers, consultants, researchers,
and instructors

e Our security professionals have
industry prestigious certifications

e We help You Focus On Your Business
while We Focus On Your Security

Solutions Overview:

NetSecurity has successfully delivered security services
and solutions to both private and public sectors. Our
hands-on consultants are security experts with
significant years of experience in protecting customers'
critical business assets. Our consultants have assisted
organizations in protecting servers that are among the
most visited and most hacker-targeted systems on the
Internet.

NetSecurity realizes that prudent business practices
require that information security technology processes
and initiatives align and support business processes and
objectives. To this end, our tailored consulting service
portfolio focuses on information risk management,
which employs cost-effective, rock-solid protection, and
ensures that your security capabilities are still supporting
your business objectives and directions. Solutions
include:

e Compliance Solutions:

0 GLBA, HIPAA, PCI, SOX, SEC, FFEIC, OMB, FISMA,
SB 1386, ISO 17799

e Security Assessments & Audits:

0 Vulnerability Assessment
0 Penetration Testing

e Proactive Security Solutions:

0 Risk Assessment

Security Policy Development

Security Awareness Training

Technology Implementation & Integration
Infrastructure Security

O O OO

e HSPD-12 Solutions

0 HSPD-12 Implementation
o0 PIV Certification and Accreditation (C&A)

e |nformation Assurance

consulting@netsecurity.com 1.866-664.6986 www.netsecurity.com




Hands-On How-To® Security Training

NetSecurity’s Training Mission:

To serve you by providing real-world simulation and step-
by-step "how-to" security training, enabling you to perform
your job efficiently and successfully.

Hands-On How-To® Courses:

NetSecurity's Hands-On How-To courses are tailored to IT
professionals and auditors who need to know the step-by-
step and how-to process for securing and auditing or
assessing various IT environments. Each course provides
students the opportunity to "learn-by-doing." Topics are
laden with Hands-On How-To Lab Exercises (HOHTLES) of
real-world security issues. Courses include:

Beginner

e Introduction to Computers & Networking for IT
Auditors
e Introduction to Network Security

Operating Systems

e Secure & Audit Unix Systems
e Secure & Audit Windows 2003 Servers

e Secure & Audit Windows Active Directory

Network

e Secure & Audit Network Systems, Devices, and
Services

e Secure & Audit WiFi Networks

e Secure & Audit Voice Over IP (VolP) Networks

Applications

e Secure & Audit Database Servers
e Secure & Audit Web-based Applications

General

e Perform Computer Forensics
e Develop Security Policies
e Perform Certification & Accreditation (C&A)

training@netsecurity.com

1.866-664.HOW.TO

Training Policy:

No Theories...

No Boot Camps...

No Cramming...

No Crash Courses...

No Certifications...

No Degrees...

No Information Dumps...

No (Web-based) Lectures...
Real-World Hands-On Simulation

Training Benefits:

Detailed, step-by-step and how-to
instructions

Hands-On How-To Lab Exercises
("HOHTLE")

Real-world simulation of IT systems as
targets

Expert instructors with real-world hands-
on experience

Customized private sessions

Arsenal of take-aways, tools, guides,
resources

Up-to-date material

Small class sizes of 9-13 students
Vendor neutrality

FREE post-training support

Lifecycle Training Approach:

netSecurity™

Hands-On How-To Approach

Understand Students' Expectations
Deliver Course

Conduct Students' Survey

Perform On-going Research
Perform Content Update

\ www.netsecurity.com




Security Certification Training (CISSP/Security+)

netSecurity

“CISSF‘ Training

Pass The First Time.

Benefits of NetSecurity’s Certification Training:

e Instructors’ combined security certification exam
PASS rate on previous training is 100% (Note: We
do not guarantee that a student will pass)

e Two (2) instructors instead of one (1) to deliver
CISSP Common Body of Knowledge (CBK)
content, depending on the number of students

e Six (6) instead of five (5) days of CISSP training,
ensuring completeness and thoroughness

e Three (3) instead of two (2) days of Security+
training

e Live classroom instruction with interaction with
instructor(s) and other students

e Training includes hands-on exercises to
demonstrate complex theoretical topics and to
further improve content retention

e Seasoned expert instructors with real-world
hands-on experience who are current on
emerging security trends, threats, and topics

e Accelerated delivery system enhances
knowledge retention through rigorous test-taking
sessions that are representative of an actual
security certification examination

e Students obtain a personal critique of individual
practice exercises to help identify areas of
weakness, ensuring that emphasis is placed on
problem areas

e Up-to-date certification course content that

domain

e Available instructors to provide a 30-day FREE
support and guidance on taking a security
certification exam

covers (ISC)2’s study guide and CompTIA’s exam

Why Obtain Security Certification?

Gain credibility and remain marketable
Acquire new security skills

Meet DoD Directive 8570.1

Advance in your current position

NetSecurity’s instructors maintain
student PASS rate of 100% in both
CISSP and Security+ certification
exams. With our record, your
chance of passing any of the above
exams is assured or you take the
next training for half the price!

“The instructor provided simple, straightforward
discussions of the CISSP topics. He was willing and able
to explain any subject in sufficient depth to make it
understood and to provide real-life examples from his
significant experience. | would highly recommend any
course taught by the instructor. Thanks for all the help...
| wouldn't have passed without it.”

-- Managing Partner, Security Consulting Firm

"The training session was very informative and provided
excellent insight in today's challenging world of security
auditing tools and techniques. | look forward to attending
more of NetSecurity's Hands-On How-To training
courses."

-- Principal Consultant, Major Federal Integrator

training@netsecurity.com 1.866.664.HOW.TO www.netsecurity.com




Contract Vehicles

Sole Source:

Our customized solutions are timely, with high quality, and unparalleled customer service. Working side-
by-side with us, agencies can sole-source engagements to our firm and rest-assured that their projects will
be executed on time and within budget.

Navy Seaport-Enhanced (Seaport-e):

NetSecurity is a member firm of the ProLogic Team, which has an Indefinite Delivery, Indefinite Quantity
(IDIQ), Navy SeaPort Enhanced (SeaPort-e) Multiple Award Contract (MAC) number, N00178-07-D-5205.
SeaPort-e is a $5.3 billion multiple-award umbrella contract that allows the US Navy to use an integrated
approach to contracting for support services. The contract has a 3-year base period, with one 5-year
award term and one additional 2-year award term for a possible total of 10 years.

VETS GWAC:

NetSecurity is a member firm of the VetsAmerica Team, which has a $5 bilion GSA Veterans Technology
Services (VETS) Government-wide Acquisition Contract (GWAC), number GS-06F-0533Z. The VETS GWAC
assists agencies in meeting their three percent (3%) service-disabled veteran-owned small business goals,
by providing pre-qualified industry partners in one easy-to-use contract vehicle.

Procurement Details

Certification/Classification: Small Business NAICS Codes: 611420, 541511, 541512, 541519, 541690
Corporate Status: Incorporated CAGE Code: 3CJJ4
Tax ID (EIN): 54-1945426 SIC Code: 7371, 7372, 7373
DUNS: 122657005 CCR Registration: YES

Contacting NetSecurity

To help you accomplish your computer forensics, information security, and security training needs,
contact us:

NetSecurity Corporation Phone: 703.444.9009
21351 Gentry Drive Fax: 703.444.6899
Suite 230 Toll Free: 1.866.664.6986

Dulles, VA 20166 Email: solutions@netsecurity.com
VA DCJS # 11-5605 Web: www.netsecurity.com
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